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Lab — Installing Wireshark

Objectives

Download and Install Wireshark

Background / Scenario

Wireshark is a software protocol analyzer, or "packet sniffer" application, used for network troubleshooting,
analysis, software and protocol development, and education. As data streams travel back and forth over the
network, the sniffer "captures" each protocol data unit (PDU) and can decode and analyze its content
according to the appropriate RFC or other specifications.

Wireshark is a useful tool for anyone working with networks and can be used with most labs in the CCNA
courses for data analysis and troubleshooting. This lab provides instructions for downloading and installing
Wireshark.

Required Resources

e 1 PC (Windows 7 or 8 with Internet access)

Download and Install Wireshark

Wireshark has become the industry standard packet-sniffer program used by network engineers. This open
source software is available for many different operating systems, including Windows, Mac, and Linux. In this
lab, you will download and install the Wireshark software program on your PC.

Note: Before downloading Wireshark, check with your instructor about your academy’s software download
policy.
Step 1: Download Wireshark.

a. Wireshark can be downloaded from www.wireshark.org.
b. Click Download Wireshark.

WI RES HARK the world's foremost netwerk protocol analyzer
Wireshark Get Help Develop
Download Wireshark Learn Wireshark Enhance Wireshark
300 Stantedd Newy Resamrois st Dotuvmitalon Rivibed Teomstony
News and Events Wireshark Blog _Enhance Wireshark
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http://www.wireshark.org/

Lab - Installing Wireshark

c. Choose the software version you need based on your PC’s architecture and operating system. For

instance, if you have a 64-bit PC running Windows, choose Windows Installer (64-bit).

Download Wireshark

Get Wireshark

The current stable release of Wiresharkis 1.8.2. It supersedes all previous releases, including all
releases of Ethereal. You can also download the |atest development release (1.8.0rc2) and
documentation.

!} Windows Installer (64-bit)
Windows Installer (32-bit)
Windows U3 (32-bit)
Windows PortableApps (32-bit)

03 X 10.6 and later Intel 64-bit .dmg

0S X 10.5 and later Intel 32-bit .dmg

05 X 10.5 and later PPC 32-bit .dmg

Source Code

» Old Stable Release (1.0.11)

» Development Release (

+ Documentation

Having problems? Explore our download area or look in our third party package list below.

After making a selection, the download should start. The location of the downloaded file depends on the
browser and operating system that you use. For Windows users, the default location is the Downloads

folder.

Step 2: Install Wireshark.

a. The downloaded file is named Wireshark-win64-x.x.x.exe, where x represents the version number.

Double-click the file to start the installation process.

b. Respond to any security messages that may display on your screen. If you already have a copy of
Wireshark on your PC, you will be prompted to uninstall the old version before installing the new version.
It is recommended that you remove the old version of Wireshark prior to installing another version. Click

Yes to uninstall the previous version of Wireshark.

Wireshark 1.8.3 (64-bit) Setup 5

‘ Yes ’ Mo ] ’ Cancel
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Lab - Installing Wireshark

c. Ifthisis the first time to install Wireshark, or after you have completed the uninstall process, you will

navigate to the Wireshark Setup wizard. Click Next.
“ Wireshark 1.8.3 (64-bit) Setup

Welcome to the Wireshark 1.8.3
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue.

@’ Cancel

d. Continue advancing through the installation process. Click | Agree when the License Agreement window

displays.
“ Wireshark 1.8.3 (b4-bit) Setup = || = || £
License Agreement
Please review the license terms before installing Wireshark 1.8.3 (64-bit). ﬁ

Press Page Down to see the rest of the agreement.

This text consists of three parts:

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark.
Part III: Other applicable licenses.

When in doubt: Part IL/TII is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 1.8.3 (64-bit).
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Lab - Installing Wireshark

e. Keep the default settings on the Choose Components window and click Next.

i Wireshark 1.8.3 (54-bit) Setup =

= |[=
Choose Components i

Choose which features of Wireshark 1.8.3 (64-bit) you want to install.

The following components are available for installation.

Select components to install: o [¥] Wireshark
TShark
Plugins / Extensions

Description
Space reguired: 102.4MB

e o> )

f.  Choose your desired shortcut options and click Next.

i Wireshark 1.8.3 (64-bit) Setup o || =

Select Additional Tasks
Which additional tasks should be done?

reate Shortcuts
Start Menu Ttem
[ pesktop Icon
Quick Launch Icon

File Extensions
Assodate trace file extensions to Wireshark (5w, acp, apc, atc, bfr,
cap, enc, EFF, ch: pcap, pcapng, pkt: snoap, syc, tpe, trl, trace, tre, wpc, wpz,

< Back Mext = Cancel
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Lab - Installing Wireshark

g. You can change the installation location of Wireshark, but unless you have limited disk space, it is
recommended that you keep the default location.

k2] wireshark 1.8.3 (64-bit) Setup = @ |3
Choose Install Location
Choose the folder in which to install Wireshark 1.8.3 (&4-bit). i

Choose a directory in which to install Wireshark.,

Destination Folder

Space reguired: 102.4MB
Space available: 81.5GB

i

<o o> )
o

h. To capture live network data, WinPcap must be installed on your PC. If WinPcap is already installed on
your PC, the Install check box will be unchecked. If your installed version of WinPcap is older than the
version that comes with Wireshark, it is recommended that you allow the newer version to be installed by
clicking the Install WinPcap x.x.x (version number) check box.

i. Finish the WinPcap Setup Wizard if installing WinPcap.

[zl Wireshark 1.8.3 (64-bit) Setup o @ [
Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? i

Currently inztalled WinPcap version
WinPcap 4.1.2

stall
[ tnstall WinPcap 4.1.2

estadmthertirently instaled WinPcap 4. 1.2 will be uninstalled first.

What is WinPcap?
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Lab - Installing Wireshark

j-  Wireshark starts installing its files and a separate window displays with the status of the installation. Click

Next when the installation is complete.

w Wireshark 1.8.3 (84-bit) Setup
Installation Complete

ol @] =

Setup was completed successfully.

Completed

Extract: mergecap.htmi

Extract: capinfos.exe
Extract: capinfos., himl

Extract: rawshark.exe
Extract: rawshark. html

Extract: user-guide.chm
Completed

Qutput folder: C:\Program Files\Wireshark

Cutput folder: C:\Program Files\Wireshark

Qutput folder: C:\Program Files\Wireshark

k. Click Finish to complete the Wireshark install process.

“ Wireshark 1.8.3 (64-bit) Setup

= @ | =

Completing the Wireshark 1.8.3
(64-bit) Setup Wizard

Wireshark 1.8.3 (64-bit) has been installed on your
computer,

Click Finish to dose this wizard.

Run Wireshark 1.8.3 (64-hit)

Show Mews
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