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Lab - Using Wireshark to View Network Traffic

Topology

Internet

Objectives

Part 1: Capture and Analyze Local ICMP Data in Wireshark
Part 2: Capture and Analyze Remote ICMP Data in Wireshark

Background / Scenario

Wireshark is a software protocol analyzer, or "packet sniffer" application, used for network troubleshooting,
analysis, software and protocol development, and education. As data streams travel back and forth over the
network, the sniffer "captures" each protocol data unit (PDU) and can decode and analyze its content
according to the appropriate RFC or other specifications.

Wireshark is a useful tool for anyone working with networks and can be used with most labs in the CCNA

courses for data analysis and troubleshooting. In this lab, you will use Wireshark to capture ICMP data packet
IP addresses and Ethernet frame MAC addresses.

Required Resources

e 1 PC (Windows 7 or 8 with Internet access)

e Additional PC(s) on a local-area network (LAN) will be used to reply to ping requests.

Part 1. Capture and Analyze Local ICMP Data in Wireshark

In Part 1 of this lab, you will ping another PC on the LAN and capture ICMP requests and replies in
Wireshark. You will also look inside the frames captured for specific information. This analysis should help to
clarify how packet headers are used to transport data to their destination.
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Lab - Using Wireshark to View Network Traffic

Step 1: Retrieve your PC’s interface addresses.

For this lab, you will need to retrieve your PC’s IP address and its network interface card (NIC) physical

address, also called the MAC address.

a. Open a command window, type ipconfig /all, and then press Enter.

b. Note your PC interface’s IP address and MAC (physical) address.

B C:\Windows\system32\cmd.exe
C=~>ipconfig ~rall

Windows IP Configuration

Host MName . .
Primary Dns Sufflx
Mode Type . .
IF Routing Enahled.
WINS Proxy Enabled.

Ho
No

Area Connection:

Connection—specific DNS Suffix
Description . . . . . . . . .
Physical Address. . . . .

DHCP Enabled. . . . .

Autoconf iguration Enahled
Link-local IPvbt Address .

IPu4 Address. . . . .

Subnet Mask . . .
Default Gateway .
DHCPu6 IAID . . .

Ethernet adapter Local

Lo

No

f e

C.
them with your MAC address at this time.

v iR P rasd

@8-50-56—BE-76—8C
1§§"ié§1"“'

192 168.
234884137

[ ][5 ]

PC-A
Hybrid

9

882 MT Network Connection

Yes

20aB@:?fA:FFE8x11 (Preferredd
1. 11 preferred?

1.1

Step 2: Start Wireshark and begin capturing data.

Ask a team member for their PC’s IP address and provide your PC’s IP address to them. Do not provide

a. Onyour PC, click the Windows Start button to see Wireshark listed as one of the programs on the pop-up

menu. Double-click Wireshark.

b. After Wireshark starts, click Interface List.

The World's Most Popular Network Frotocol Analyrer
L Yerson LED (SVN Rey 412% fen Mok LA

e Tilerface Lisi Open
(B avrmnn ) omam
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u Sturc '
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r. Website
~
# User's Guide

< Security
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Lab - Using Wireshark to View Network Traffic

Note: Clicking the first interface icon in the row of icons also opens the Interface List.

c. Onthe Wireshark: Capture Interfaces window, click the check box next to the interface connected to your
LAN.

i Wireshark: Capture Interfaces E@
Description P Packets Packets/s
2] Intel(R) PRO/1000 MT Network Connection 19 0
£7]  Intel(R) 82577LM Gigabit Network Connection 192168.1.11 47 0 { Details D

) (] (g

Note: If multiple interfaces are listed and you are unsure which interface to check, click the Details
button, and then click the 802.3 (Ethernet) tab. Verify that the MAC address matches what you noted in
Step 1b. Close the Interface Details window after verifying the correct interface.

i Wireshark: Interface Details El@

| Characteristics | Statistics {8023 (Ethernet D02.11 (WLAN) | Task Offload |

Characteristics

Permanent station address 00:50:50:BE:70:8C

Current station address 00:50:56:BE: TE:BC

Statistics

d. After you have checked the correct interface, click Start to start the data capture.

i Wireshark: Capture Interfaces EI@
Description P Packets Packets/s
] g2 Intel(R) PRO/1000 MT Network Connection 19 0 Details

£2]  Intel(R) 82577LM Gigabit Network Connection 192168111 Iy 0
Co) w | Comnd i
S E———
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Lab - Using Wireshark to View Network Traffic

Information will start scrolling down the top section in Wireshark. The data lines will appear in different

colors based on protocol.
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e. This information can scroll by very quickly depending on what communication is taking place between
your PC and the LAN. We can apply a filter to make it easier to view and work with the data that is being
captured by Wireshark. For this lab, we are only interested in displaying ICMP (ping) PDUs. Type icmp in
the Filter box at the top of Wireshark and press Enter or click on the Apply button to view only ICMP

(ping) PDUs.

a1 05 Cpare iy -5 phony ook sl Hep
SeEeoa EExe veveTa [EE eaan aguasn @

No. Time Sowce Destination Protocol  lemyth  Info
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Lab - Using Wireshark to View Network Traffic

f.  This filter causes all data in the top window to disappear, but you are still capturing the traffic on the
interface. Bring up the command prompt window that you opened earlier and ping the IP address that you
received from your team member. Notice that you start seeing data appear in the top window of
Wireshark again.

u sptunng trom Inte®) FRO/I000 MY Metwork Connect [Wireshars L1 (SYN Rey 20008 from /trunk-1 8]

(e (ot Yew Go Capture &nalyze Statntics Telephony Tools ntemals  Help

e BRS&E N\ ¢ T2 EBEaaan gmn®w bod

Fiter: 1cmp v | Bpresnion...  Clear

No. Time Source Destination Protocol  Length Info
11 15.118840 192.165.1.11 192.168.1.12 ICve 74 kcho (ping) request 10d=0x0001, sege=21,/5376, ttl=l;
14 15.119602 192.16§8.1.12 192.168.1.11 1ome 74 €cho (ping) reply 16.0x0001, S8qw21/5376, tTlel;
16 16.127853 192.166.1.11 192,.168.1.12 Icee 74 echo (ping) request 1de0x0001, seqe22/5632, ttlal]
17 16.128679 192.168.1.12 192.168:1.11 o 74 gcha (ping) reply 10=0x0001, sag=22/5632, tri=1l
18 17.141897 192.168§,1.11 192.166,1.12 e L] 74 Echo (ping) request 1d=0x0001, seqe23/5868, Tti=li
19 17.145543 192.168.1.12 192.168,1.11 Icwe 74 echa {ping) reply 10-0x0001, seq-23/5888, trlal]
21 18.140246 192.165.1.11 192.168.1.12 b {a ) 74 Echo (ping) request 1d=0x0001, sag=24/6144, ttl=l;
2218,140794 192.166,1.12 192.168.1.11 o T4 echo (ping) reply 10eQx0001, Sequ2d /6144, TTl=l]

Tunnel adapter Local fivea Conmectinnw 11

Modia disconnucted

t Toreds Tumneling Psoudo-Interface

¢ Frame 11; 74 bytes on wire (592 bfrd ical v N9 -BR-BR-AB -0 -H0-BR-F8
i Ethernet II, Src: Vmware be:78:8¢c (( No

¢ Internet Protocol version 4, Src: 1§
¥ INTerner Control mMessage Protocol

]

0000 00 50 56 be
0010 00 3¢ 01 ac 00
8 00 4« 0 03
59 64 6b 6< 6d Ge
62 63 64 65 66 67

) | Intel([) PRO/TO00 MT Network Connection; ., Pack

Note: If your team member’s PC does not reply to your pings, this may be because their PC firewall is
blocking these requests. Please see Appendix A: Allowing ICMP Traffic Through a Firewall for information
on how to allow ICMP traffic through the firewall using Windows 7.

g. Stop capturing data by clicking the Stop Capture icon.

=

W Capturing from Intel(R) PRO/1000 MT Network Connection
File Edit View Go Capture Analyze Statistics Telep

seaede BEXZL A

Filter | icmp
No, Time Source Destinat
22 16.9/5362 192.168.1.11 192.1:
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Lab - Using Wireshark to View Network Traffic

Step 3: Examine the captured data.

In Step 3, examine the data that was generated by the ping requests of your team member’s PC. Wireshark
data is displayed in three sections: 1) The top section displays the list of PDU frames captured with a
summary of the IP packet information listed, 2) the middle section lists PDU information for the frame selected
in the top part of the screen and separates a captured PDU frame by its protocol layers, and 3) the bottom
section displays the raw data of each layer. The raw data is displayed in both hexadecimal and decimal form.

ikwmﬁomnmmTMqIMMM
Beaoe =2@xX2s nerreT 2 EHE QaaaD a0 R %

Filer: wrmp

Mo. Time Source Desuﬂn'm
115, l‘lﬂH-lG 192.1068.1,11
=5 WS

+168, 1. #2.10 e
186 16. 127853 192.168,1,11 192-1“.1- Icme
17 16.128679 192.168.1.12 192.168.1.11 ICHP
18 17.141897 192.168.1.11 192.168.1.12 ICHP
1917.145943 192.168.1,12 192.168.1.11 Icwp
21 18.140246 192,168.1,11 192.168,1,12 Icme
22 18.140794 192,168.1,12 192.168.1,11 ICMp

|4 Frame 11: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

+.

+ Ethernet II, Src: IntelCor_34:92:1c (58:94:6b:34:92:1c), O5t! Inte] OF:91:43 (00:11:11:0f:91:48)
+ Intérnet Protocol versfon 4, Src: 192.168.1.11 (192.168.1.11), Ost: 192.168.1.12 (192.168.1.12)
0

¥ Internet Control Message Protocol

/0000 00 50 56 be f6 d¢b 00 50 56 be 76 5C OB 00 45 00 PVi.ooP ViV, .E.
/0010 00 3c 01 ac 00 00 80 0 b5 ad cO a8 01 Ob <O a8 .
0020 01 Oc O8 00 4d 46 00 01 OO0 15 61 62 63 64 &85 66 MF.. .. abcdef
0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 gh'l)khm opqrstm
0020 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

© | Intel(R) PRO/1000 MT Netwaork Connection: ... | Packets: 199 Displayed: & Maked: 0

Bm- Clesr  Zpply

\mnqu rrquu 3

: g eply 1d=0x
74 Ed\o (p‘hg) reqoesr : :
74 echo (ping) reply
74 echo (ping) request
74 icho (ping) reply
74 echo (ping) request
74 echo (pina) reply

iz

Top Section

Middin Sector

Bottom Secton

s

Profie Default

a. Click the first ICMP request PDU frames in the top section of Wireshark. Notice that the Source column
has your PC’s IP address, and the Destination contains the IP address of the teammate’s PC you pinged.

Eile  £dit !m- Go Capture  Analyze Statwtics V«M Ieoh lmmh udn

DAY CERBE Nere T2 QaapD EMm % B
Filter: icmp Lv] Expression. Clear g0
No. Time Source Destinaton Protocel Length Info
5 2.801784 192.168.1.11 192.168.1.12 Teme 74 echo (ping) request 1d=0x0001, Seqs23/6400, trlali
£ 2.802679 192.168.1.12 1192.168.1.11 IcHP 74 gcho (ping) reply  1d<0x0001, seqe25/6400, trleii
10 3.816895 102-168.1.11 1’2.!68;1 12 ICHP 74 gcho (lﬂﬂ!) rcqwt 1d=0x0001, seq=26/6656, trl-1]
11 3.817540 ICHP H

13 4.831343

4 EC 0 p!m 1 r#que'.r

14 4,832006 19, ” : ICHP “Echo. 1=0x0001 , 7/6912, tT
15 5.844858 192.168.1.11 192.168.1.12 1CHP 74 £chs (ping) reques: 1d=0x0001, Seqe2B/7168, ttlali
16 5.845488 192.168.1.12 192.168.1.11 TonE 74 cho (ping) reply  1d=0XOD0L, s&qu28/7168, rrlei:
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Lab - Using Wireshark to View Network Traffic

b. With this PDU frame still selected in the top section, navigate to the middle section. Click the plus sign to
the left of the Ethernet Il row to view the Destination and Source MAC addresses.

Ml vt (R) PRO/1000 MT Network Cannection [Wireshark £5.1 (SYN Rev 3809 from /trunk-16)] 5 o )
ple Edit Yiew Go Captwe Analyze Statmtics Telephony Jools Internals Help
Sesee hERZL "\34‘@32|Q|EIQ’:&QF: YW =R

Filter: icmp 'i’ Bpression.. Clear App!
No., Time Source Destination Protocel Length Info
52.801784 192.168.1.11 192.168,1.12 ICHp 74 €cho (ping) request d=0x0001, seq=25/6400, ttl=-1;
8 2.802679 192,168.1,12 192.168,1.11 ICKp 74 £cho (ping) reply 1d=0x0001, seq=25/6400, ttl=l;
10 3.816895 192.168:1.11 192.168.1.12 ICwe 74 £cho (ping) request 1d=0x0001, sSeqe26/6656, trl=li
11 3.817540 192.168.1.12 192.168.1.11 cee 74 echo (ping) reply 1d<0x0001, 2£Q=26/6656, trleil
13 4,.831343 192.168.1.11 192.168.1,12 ICKP 74 §cho (ping) request id=-0x0001, seq=27/6912, ttl=1]
14 4.832006 192.168.1.12 192.168.1.11 icHe 74 gcho (ping) reply 1d=0x0001, seq=27/6912, ttl=1i
15 5.844558 192,168.1.11 192,168,1,12 ICee 74 £cho (ping) request 1d=0x0001, seq=28/7168, tti=1i
16 5,845486 192,.168.1.12 192,168.1.11 ICHp 74 echo (ping) reply 1d=0x0001, seq=28/7165, ttl=1;

I,
+ pestination: Intel _0f:91;
i source: Intelcor_34:92:1
Type: IP (0x0800)
i Interpet Protocol version 4, 5rc: 192.168.1.11 (192.168.1.11), Dst: 192.168.1,12 (192.168.1.12)
: Interpet Control Message Protocol

§ (00:11:11:0f:91:48
58:94:6b:34:92:1¢)

Does the Source MAC address match your PC’s interface?
Does the Destination MAC address in Wireshark match your team member's MAC address?
How is the MAC address of the pinged PC obtained by your PC?

Note: In the preceding example of a captured ICMP request, ICMP data is encapsulated inside an IPv4
packet PDU (IPv4 header) which is then encapsulated in an Ethernet Il frame PDU (Ethernet Il header)
for transmission on the LAN.

Part 2. Capture and Analyze Remote ICMP Data in Wireshark

In Part 2, you will ping remote hosts (hosts not on the LAN) and examine the generated data from those
pings. You will then determine what is different about this data from the data examined in Part 1.

Step 1. Start capturing data on the interface.

a. Click the Interface List icon to bring up the list PC interfaces again.

I Intel(R) PRO/1000 MT Network Connection [Wireshark 1.
File Edit View Go Capture Analyze Statistics Te

a@ﬁ‘BExgg:vQ,é

Filter: icmp

No. Time Source Desti
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Lab - Using Wireshark to View Network Traffic

b. Make sure the check box next to the LAN interface is checked, and click Start.

ﬂ Wireshark: Capture Interfaces E@@
Description P Packets Packets/s
B Intel(R) PRO/1000 MT Network Connection 13 0 | Details |
B2l Intel(R) 82577LM Gigabit Network Connection 192.168.1.11 47 ) [ Details |

| Hep |

Stop | Options H Cloze I

c. A window prompts to save the previously captured data before starting another capture. It is not

necessary to save this data. Click Continue without Saving.

W Wireshark ===l @
ﬁ Save capture file before starting a new capture?
If you start a new capture without saving, your current capture
data will
be discarded.
| Save ﬂ Continue without Sa\ring) | Cancel

d. With the capture active, ping the following three website URLSs:
1) www.yahoo.com
2) www.cisco.com

3) www.google.com

BN C\Windows\systern32\cmd.exe

C:\>ping www.yahoo.conm

Pinging www.yahoo.com [72.38.38.14081 with 32 bytes of data:s
Reply from 72.30.38.148: hytes=32 time=1ms TTL=255
Reply from 72.38.38. 32 time<ims TTL=255
Reply from 72.38.38. hytes=32 time<ims TTL=25%
Reply from 72.380.38.148: hyte*-32 time{ims TTL=255%

72.30.38.148:
4. Received = 4. Lost = @
onds :

s for

ent =

round trip times in milli-=

Hinimum =

(Bx lossd,

Bmz, Maximum = 1ims,. Average = Bms

C:»>ping www.cizco.com

Pinging www.cisco.com [198.
Reply from 198.133.21%9.25:
Reply from 198.133.21%9.25:
Reply from 198.133.21%9.25:
Reply from 198.133.219.25:

ics for 198.133.219.25:

Sent = 4, Received = 4, Lost = B (Bx loss>.
round trip times in milli—seconds:

= PBms,. Maximum = Bms,. Average = Bms

bhytes=32 time{ims TTL=25%
time{ims TTL=255
time{ims TTL=255

bytes=32 time<{ilms TTL=255

Ping statis
Packets
Approximate
Minimum

C:s>ping www.google.com

133.219.25]1 with 32 bytes of data:
5

Pinging www.google.com [Y4.125.129.991 with 3¥thggo of data:

2 time=ims T

TTL=255%
TTL=255%
TTL=255%

Reply from 74.125.129.99: hytes
Reply from 74.125.129.99: hyte 2 time<{ims
Reply from 74.125.129.99: hytes=32 time<ims
Reply from 74.125.129.99: hytes=32 time<{ims

cs for 74.125.129.99:
Sent = 4, Received = 4, Lost = B (B loss).
round trip times in milli-seconds:

Hinimum = Bms,. Maximum = 1ms, Average = Bms

CiNoa
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Lab - Using Wireshark to View Network Traffic

Note: When you ping the URLs listed, notice that the Domain Name Server (DNS) translates the URL to
an IP address. Note the IP address received for each URL.

e. You can stop capturing data by clicking the Stop Capture icon.

(2

W Capturing from Intel(R) PRO/1000 MT Network Connection
File Edit View Go (Capture Analyze Statistics Telep

BEEXZE| Qe

Filter | icmp
No, Time Source Destinat
22 316.975362 192.168.1.11 24 3 =]

Step 2: Examining and analyzing the data from the remote hosts.

a. Review the captured data in Wireshark, examine the IP and MAC addresses of the three locations that
you pinged. List the destination IP and MAC addresses for all three locations in the space provided.

1% Location:  IP: ) ) . MAC:
2" | ocation:  IP: ) ) . MAC:
3" Location:  IP: ) ) . MAC:

What is significant about this information?

b. How does this information differ from the local ping information you received in Part 1?

Reflection

Why does Wireshark show the actual MAC address of the local hosts, but not the actual MAC address for the
remote hosts?

Appendix A: Allowing ICMP Traffic Through a Firewall

If the members of your team are unable to ping your PC, the firewall may be blocking those requests. This
appendix describes how to create a rule in the firewall to allow ping requests. It also describes how to disable
the new ICMP rule after you have completed the lab.
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Lab - Using Wireshark to View Network Traffic

Step 1: Create a new inbound rule allowing ICMP traffic through the firewall.

a. From the Control Panel, click the System and Security option.

R BT =
@ w 8 » Control Panel » .1 || P
file Ede View Tocks Hep
Adjust your computer's settings View by Cetegney ~
g A Eoame & Crungs account type
Back up vour computes
Fnd and fw peoblen Appearance and Personalization
Network and Internet % LU A Sy
tl View netacrr statun and tasks :’ p background
&, Chooye homsegroup snd sharng option O AN A
Hardware and Sound q = :-.-:k .I ’._'“I_W- .-A’;':.’ f‘l_ﬂlx f’.
b. From the System and Security window, click Windows Firewall.
[=a]l=]
@leﬁ » Control Panel » System and Security » v | s I ’ Search Control Pane! o
-
Control Panel H 5 =
e Action Center
s Review your computer's status and resolve issues
* System and Secu y 5
yst ity g Change User Account Control settings 5
Network and Internet Troubleshoot common computer problems T
Hardware and Sound Restore your computer to an earlier time
Programs Windows Firewal =
User Accounts and Family Check firewall status | Allow a program through Windows Firewall
Safety
Appearance and r\&“ System

5" View amount of RAM and processor speed | Check the Windows Experience Index

Personalization = ; = ¢
B Allow remote access | See the name of this computer | ® Device Manager

Clock, Language, and Region
Face of Access [&n» Windows Undate

c. Inthe left pane of the Windows Firewall window, click Advanced settings.

@—(‘J"o <« System and Security » Windows Firewall v I +y | l Search Control Panel p el f
®-

Control Panel Home i i i
Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your
through Windows Firewall computer through the Internet or a network.
# Change notification settings How does a firewall help protect my computer?
‘.55' Turn Windows Firewall on or What are netwerk locations?
off g
#) Restore defaults Update your Firewall settings
(%) Advanced settings Windows Firewall is_ not using the [ @ Use recommended settings ]
recommended settings to protect your =
Troubleshoot my network computer.
What are the recommended settings?

I ‘@‘ Home or work (private) networks Not Connected (¥)
See also

PR R . ‘kg’ Public networks Connected (&)
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Lab - Using Wireshark to View Network Traffic

d. On the Advanced Security window, choose the Inbound Rules option on the left sidebar and then click

New Rule... on the right sidebar.

ﬂm«rmumws«-h b
File Action View Help

o 20z B0

@ s et . L <~

| IR Inbound Rules

=== e Name Geoup Profile
Enmer.":n Security Rde 8 )raiTHG 2 tarform Sanderd Edition bin., Prvate
B Moritoring @ svaTM) 2 Platform Standeed Editien in. Prrvate
G Jeva TV Plastoim 55 Binary Prroate
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o-nrurlwz.a-e Private
O wiradnn on Private

@ SunchCache Content Retreval (HTTP Jn)  BianchCache - Contest Retr...  All

.E'mav:xm Hosted Cache Server (HTT SanchCache - Hosted Cach. Al
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e. This launches the New Inbound Rule wizard. On the Rule Type screen, click the Custom radio button

and click Next

&# New Inbound Rule Wizard

Rule Type

Select the type of firewall nule to create.

Steps:

& Rule Type What type of rule would you like to create?

@ Program

@ Protocol and Ports ) Program

@ Scope Rule that controls connections for a program.

@ Action ) Port

@ Profile Rule that controls connections for a TCP or UDFP port.
@ Name ) Predefined:

BranchCache - Contert Retrieval {Uses HTTF)
Rule that controls connections for a Windows experience.

@ Custom
Custom rule.

Leam more about nile types

< Back

'

p——,
MNext > [} Cancel
(| Nex> ]
o E——

© 2015 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Page 11 of 14



Lab - Using Wireshark to View Network Traffic

f.

g.

&F New Inbound Rule Wieard
Protocol and Ports

Specky $w protocols and ports Lo which this rule spples

Steps

® R

¢ Progrr

To wiach pota and protocols dows $ie nie apoly?

Aetocd type LI;’"
Protecel rumber
Locsl pot
P
or
Pyve
Pi-Rods
Feoote pod Prifrag
GRE
CNPE
Ped NoNe
Pe§-Octs
itemet Control Messags VRRP
p o PGM
JCNP) settings TP
geme gy e pebocsd and pods

0 Mew Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:
Rule Type

Program

']
@

@ Protocol and Ports
& Scope

@

Action

@ PI j I

Allow ICMP Requests

Description {optional):

=l

<Back (]

Finish

] D Cancel
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In the left pane, click the Protocol and Ports option and using the Protocol type drop-down menu, select
ICMPv4, and then click Next.

In the left pane, click the Name option and in the Name field, type Allow ICMP Requests. Click Finish.
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Lab - Using Wireshark to View Network Traffic

This new rule should allow your team members to receive ping replies from your PC.

Step 2: Disabling or deleting the new ICMP rule.

After the lab is complete, you may want to disable or even delete the new rule you created in Step 1. Using
the Disable Rule option allows you to enable the rule again at a later date. Deleting the rule permanently
deletes it from the list of Inbound Rules.

a. Onthe Advanced Security window, click Inbound Rules in the left pane and then locate the rule you
created in Step 1.

e e e o AT
ot =
Fis Actee View Help
ow 20 <80
« s
Found Pues - - &M =1

B Conmechion Security lules | (|| 4 New Ride

& Menitoring v u o o Privete & T Fiter by Peofie »
o Joca(TM) 2 Platform Stendared Edtion b, Private  Yes Allow l =
o Joren{TA) Statfoom SE denary Private Ve Allowe V' Fite by State »

| € Jorv s TV Pratfcrm SE eney Privete  Yeu Alberer W Fiter by Group »

o windiuseve PFrivate  Yes Allow View »
o winiadius eve Prvate  Yes EULY 4 R
e wintadius e Private  Yeu Allore e
O winaius e Prvote Vs Allow w Epealut,
@ BranchCache Content Retrevad (HTTP-In)  BranchCache - Content Retr.. A1 Ne Allow H ree
.ElnhCuhl Hosted Cache Server (HTT..  SranchCache - Hosted Cach. Al Ne Allore —
@ BranchCache Peer Discovery (WSO-In)  BranchCache - Beer Discove.. &1 No miow || ASICMEReie s
@ Conrect 40 « Netwaork Projector (TCP-Ia)  Connect o o Network Proje...  Domain Ne Allow & Diable Ryle
@ Cennect 10 & Netwerk Projector (TCP 1) Connectto a Netwerk Proje.  Private.  Ne Alloer & Cu
@ Connect o » Netwock Projector (WSO Ev..  Connect to a Network Proje..  Private..  No Allow
@ Connact 16 ¢ Nubwork Projector (WSO Ev..  Connect 4o o Network Proje..  Doerain - Ne Allow 4 Copy
@ Connect 10 2 Network Projector (WSD Ev..  Connectts aNetwerk Fréje..  Demain  Ne Alloe K Oeleta
B Crrorect tn o Mebwnek Prviectre AW e Cnnnect tn A Netwnrk Preie Private..  Nin Allroe [T] Drerattion

b. To disable the rule, click the Disable Rule option. When you choose this option, you will see this option
change to Enable Rule. You can toggle back and forth between Disable Rule and Enable Rule; the
status of the rule also shows in the Enabled column of the Inbound Rules list.

2 ——— .
’Wﬁ "?'f'tz*«'\lﬁ il X 'LEEW'
Fie Aion View. Halp
L A =| m
@ et s =
B8 Ot e N o ot coon | boundiin A
8y Coneection Securtty Rules & NewRule..
% Monitoring € 132(TM) 2 Platfcem Standard Edrtion bin Prrate  Yes Aow |2l Fivme by Profhe ’
@ 193 #{TV) 2 Platfem Stamdard Edition bin. Prvate Yen Allow 3
€ Javsi TV Platfceen SE bieary Peiate  Ves Allow V. Fier by State Y
€D 122(TM] Platform SE binary Prate  Yes Allow ¥ Filter by Greup »
| 0 winmadusee Povate. Yes Allow View »
| 0 wintadutens Privats Yes Alow =
O winnsuses Prate  Yes Allow ) Refroh
& winradus exe Prvate Yes Allow = Bporlet.
| ‘Brmxh(nhc Cortent Rebrieval (HTTP-In)  BraschCache - Content Retr..  All Ne Al Help
.Brmhc.\me Hosted Cache Server (HTT..  BraschCache - Hodted Cach.. AN Ne Al
| . BranchCache Peer Discovery (WSD-In) BranchCache - Peer Digcove.,. AN No Allow - e
@ Correct 15 0 Network Projector [TCP-In]  Connect to « Network Proje.. Doman No Alow < # Daadie Rule
@ Cocvect 15 a Nevwork Projector [TCPIn}  Connect to 2 Network Proje..  Povate No Allew & on
| @ Comeect to » Network Prejector (WSO Ev..  Connect to s Network Proje. Pmvate.. No Allow ¢
@ Corvect 1o # Network Projector (WSO Ev. Connect to » Network Proje..  Doman  No Allow it
@ Corvect 1 a Networh Projector (WSD Ev..  Cennectio & Network Proje..  Damas  Ne Allew K Delete
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c. To permanently delete the ICMP rule, click Delete. If you choose this option, you must re-create the rule

again to allow ICMP replies.

1 Cach...
iscove..,
Proje...
Proje...
Proje...
Proje...
Proje...

Proie...

Ml

All
All

Domain

Private...
Private...

Dermain
Domain

Private...

Yy

Allow
Allow
Allow
Allow
Allow
Allow
Allow

Bllonw

“ I_I'.'_'IFJ

Allow ICMP Requests
& Dizable Rule

J: Cut

Sz Copy

1 K Delete

I_'] Pranertiac
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